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How to encrypt your devices with Windows BitLocker step by step guide

1. Starting the encryption process

The Encryption process must be started from an account with Administrative access.

To access the BitLocker Drive encryption window, right-click on the Drive to encrypt in File
Explorer and click “Turn BitLocker on” or Open Control Panel by typing it in at the start menu
and navigate to System and Security and then BitLocker Drive Encryption.

The BitLocker Drive Encryption Window will open up as follows:
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BitLocker Drive Encryption

Help protect your files and folders from unautharised access by pratecting your drives with
BitLocker.
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There are two types of BitLocker encryption you can enable, depending upon the type of disk:

o BitLocker Drive Encryption: used for internal Disks, this is the “Full disk encryption” feature
that will encrypt an entire drive.

Once turned on, BitLocker will decrypt the drive and load Windows. The encryption is
otherwise seemingless — your files will appear like they normally would on an
unencrypted system, but they’re stored on the disk in an encrypted form. You can also
encrypt other drives in a computer, not just the operating system drive, if you ha vemore
than one hard drive in your local machine.

o BitLocker To Go: External drives, such as USB flash drives and external hard drives can be
encrypted with BitLocker To Go. You'll be prompted for your unlock method — for
example, a password when you connect the drive to your computer. Please note - if
someone doesn’t have the unlock method (ie they forget the password), then they won’t
be able to ccess the files on the drive.
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2. Choose an unlock method

Next, you'll see the “Choose how to unlock your drive at start-up” screen. You can select several
different ways of unlocking the drive. If your computer doesn’t have a TPM, you can unlock the
drive with a password or by inserting a special USB flash drive that functions as a key.

If your computer does have a TPM, you’ll have additional options. For example, you can
configure automatic unlocking at start-up — your computer will grab the encryption keys from
the TPM and automatically decrypt the drive.

You could also secure it in other ways —i.e., you could provide a PIN at start-up. That PIN would
unlock the strong decryption key stored in the TPM and unlock the drive.

Choose your preferred unlock option and follow the instructions in the next screen to set it up.

%ﬂ BitLocker Drive Encryption (C:)

Choose how to unlock your drive at start-up
o Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USE flash drive each time you start your PC,

= Insert a USB flash drive

— Enter a password

3. Back up your recovery key

BitLocker will provide you with a recovery key. This key can be used 1o access your encrypted
files if you ever lose your main key — for example, if you forget your password or if the
computer with the TPM dies and you have to remove the drive. You can save the key to a file,
print it, store it on a USB flash drive, or save it to your Microsoft account.

“A BitLocker Drive Encryption (C)

If you back up the recovery key to your
Microsoft account, you can access the key How do you want to back up your recovery key?
|Cﬂel' 01_ hﬁps//onednve |Ivecom/reCOV9rVkeV . @ Ssome settings are managed by your system administrator

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC

If you are using Azure Active Directory, then the
key can be stored with your Azure AD account.
Be sure to keep this key safe — if someone R,
gains access to your key, they could decrypt =5 Print the recavery key
your drive and bypass the encryption.

—>» Save to your cloud domain account

—> Save to a USB flash drive

We would advise you to think about saving it in s nd m o ke

multiple locations as if you lose this recovery Cancel
key and are unable to use your main unlock

method, your encrypted files will be lost forever.


https://onedrive.live.com/recoverykey
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4. Choose the encryption mode

In Windows 10 there is a new encryption mode for BitLocker which isn’t compatible with previous
Windows versions. If you are encrypting a removable drive that you may need to use with older

versions of Windows, you should select the “Compatible Mode”. If not, you should choose the
“New Encryption Mode”.

<« % BitLocker Drive Encryption (C:)

Select which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

(® New encryption mode (best for fixed drives on this device)

(O) Compatible mode (best for drives that can be moved from this device)

Cancel

5. Encrypt the drive

On clicking Next, you will be prompted to choose how much of your drive to encrypt. The
options are to encrypt the whole drive or just the used space. In most situations you should
select to encrypt the entire drive. If you are however encrypting a brand new computer, and
to save time, you can select to only encrypt used space.

«) 9 BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

® Encrypt used disk space only (faster and best for new PCs and drives)

Encrypt entire drive (slower but best for PCs and drives already in use)

With either method, BitLocker will automatically encrypt new files as they are added to the
device.

On clicking Next, you will be prompted to run a BitLocker system check and reboot your
computer.
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Are you ready to encrypt this drive?
Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

Continue Cancel

6. Encryption progress

After the computer boots back up for the first time, the encryption process will start. The time it
takes will depend upon the size and type of the device being encrypted. For a 256 GB SSD
disk, this takes less than 30 minutes. But for a 1 TB hard disk, it can take a couple of hours.

Check the BitLocker Drive Encryption icon in the system tray to see its progress.

%@ BitLocker Drive Encryption X

% Encrypting...
¥
Drive C: 65.1% Completed

Close

Manage BitLocker

You can continue using your computer while it’s being encrypted, but it will perform more
slowly, and you will also slow down the encryption process, so this is best to avoid if possible.

Once completed, the status will change to “BitLocker On” for the device status in the BitLocker
control panel.
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In File Explorer you can see the unlocked padlock icon attached to the drive, indicating that
BitLocker is enabled on the device and it is currently unlocked.

BitLocker Drive Encryption

4 || > Control Panel > System and Security > BitLocker Drive Encryption v © | Search Control Pane »

Control Panel Home

BitLocker Drive Encryption
Help protect your files and folders from unauthorised access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator.

Operating system drive

Windows (C:) BitLocker on

3

Is

Fixed data drives

Removable data drives - BitLocker To Go
Insert a removable USB flash drive to use BitLocker To Go.

Using an encrypted device

When the computer starts, Windows loads from the System Reserved Partition, and the
bootloader will retrieve the unlock authentication either from the TPM chip, or by prompting the
user for an unlock method if no TPM is present. So if prompted, you should enter the password
or PIN, or connect a USB flash drive.

BitLocker

Enter the password to unlock this drive

If you are unable to use your unlock method (e.g. your PC has failed or you've forgotten your
password), press Escape and you will be prompted to enter the recovery key.

Once the authentication has been verified, your device will then boot normally and you will be
able to use it as usual, with the knowledge that data is held on the encrypted drive.

Managing a BitLocker encrypted drive

You can manage a locked drive from the BitLocker control panel window, for example if you
want o change the password, turn off BitLocker or back up your recovery key. Right click the
encrypted drive in question and select Manage BitLocker to go directly to it.
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= Change password

Remove password
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Turn on auto-unlock
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For further information - please see Microsoft’s official BitLocker FAQ quick answer general
questions covering all things BitLocker.



https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-frequently-asked-questions

May 2019

Encrypting a removable drive

In addition to encrypting an internal disk in your PC or laptop, BitLocker can also encrypt
removable devices, such as USB flash drives, and this is called BitLocker To Go.

If you choose to encrypt a removable drive with BitLocker To Go, you'll see a similar wizard but
your drive will be encrypted without any rebooting required. It is recommended to select the
“Compatible Mode” for the encryption, as otherwise the device will not be usable in pre
Windows 10 devices.

Don’t remove the drive while it's being encrypted, as this may corrupt the device and data on
it.
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Pause

1. Pause encryption before removing the drive or files on
the drive could be damaged.
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When you connect the encrypted drive to a computer, you'll be prompted to provide a
password, or smart card, whichever method you’ve chosen to unlock the removable device.
Drives protected with BitLocker are identified with a lock icon in Windows Explorer or File
Explorer.
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If a removable device is used regularly in a computer, it is possible 1o ‘remember’ the BitLocker
key on that device, so that the user will not need to enter it each time. But if someone inserts it
into a different device, they would need 1o enter this before they are able to access the
contents.



