[bookmark: _GoBack]IT Security Policy (suggested template)

Responsibility:	(Manager, BoT etc)
Review:		Information about frequency of review and last data signed off by BoT
Related policies:	Internet & Email Usage policy; Business Continuity policy; Data Protection Policy; Home working policy etc

Purpose of IT Security Policy
Overview – to safeguard X organisations systems and data and to ensure only authorised access of data.

Computer & systems security
· Firewalls
· Updates & Security patches
· Access Control
· Virus & other malware protection
· Wifi
· Backups
· Data Transfer

Removable media & portable devices
· Laptops
· Tablets
· Memory sticks

Remote access – Outreach & Home Working
Processes in place e.g. gaining permissions; risk audit (if e.g. using a Community Centre PC when delivering outreach advice); not storing data locally; separate log ins e.g. work and home

Bring Your Own Device
Be clear that data processing still an organisational responsibility?  Processes in place?   Requirements stated e.g. log on, anti virus etc
(We have separate guidance on this)

Cloud Computing
List any cloud computing used e.g. Office 365 and measures put in place to safeguard data

Third Party tools
List third party tools e.g. Survey Monkey and how you safeguard data, carry out due diligence re their own IT security provision, identify any risks and mitigate

Password policy
Information re 

Information Security Incident Management
Information about how you check for and record any incidents, plus process to report any breaches.

Awareness raising & training
State how you are sure staff, volunteers and trustees understand this policy, and follow best practice – e.g. included at induction, annual refresher, incidents discussed at staff meetings etc




