
GDPR - Are we getting 

it right?



about Superhighways 

Helping small charities do more with digital for 20 years

 Training (current offer)
 Tech support
 Consultancy & Websites
 Digital inclusion
 Training
 Impact Aloud
 Datawise London

E-news sign up  https://superhighways.org.uk/e-news

https://superhighways.org.uk/files/view/marketing/Superhighways_Training_Programme_2019_2020.pdf
https://superhighways.org.uk/training-advice-and-technical/impact-aloud/
https://superhighways.org.uk/training-advice-and-technical/data-skills
https://superhighways.org.uk/e-news


What we’ll be covering today

•Key components of GDPR
• Principles
• Data audits
• Privacy statements
• Data protection policies

•Data security
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Ref Paul Ticher – see 

www.paulticher.com

http://www.paulticher.com/


See also the Data protection self assessment – getting ready for GDPR 

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/


Who 
am I?

Personal data definition Special categories

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/what-is-personal-data/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/


Data processing… 

•How are you processing personal data?  



The 6 GDPR Principles

1. Process lawfully, fairly and in a transparent manner

2. Collect for specified, explicit and legitimate purposes

3. Only keep what is adequate, relevant and limited to what is 
necessary

4. Store accurate information and keep up to date

5. Retain only for as long as necessary

6. Process in an appropriate manner to maintain security

7. *Accountability* the controller shall be responsible for, and be able to 
demonstrate, compliance with the principles



Legal basis for processing…

Has to meet at least one of the following  6 Conditions…

• Consent – the individual has given clear consent for you to process their personal data for a 

specific purpose

• Contract - the processing is necessary for a contract you have with the individual

• Legal obligation - the processing is necessary for you to comply with the law (not 

including contractual obligations)

• Vital interests - the processing is necessary to protect someone’s life

• Public task - the processing is necessary for you to perform a task in the public interest or 

for your official functions

• Legitimate interests - the processing is necessary for your legitimate interests or the 

legitimate interests of a third party unless there is a good reason to protect the individual’s 
personal data which overrides those legitimate interests. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/#ib3


Legitimate interests

• Applying the three part test:
• Purpose test – is there a legitimate interest behind the processing?

• Necessity test – is the processing necessary for that purpose?

• Balancing test – is the legitimate interest overridden by the 
individual’s interests, rights or freedoms?

• If your data processing is based on legitimate interests – be 
careful about extending your use beyond the original purpose



Consent

• Review how you are seeking, obtaining &   recording consent

• GDPR references consent & explicit consent (especially re special 
categories)

• Both need to be: 
• Freely given
• Specific
• Informed
• Unambiguous

• A clear positive indication of agreement to personal data being 
processed has to be given

• GDPR clear that Controllers must be able to demonstrate consent was 
given



Organisational Accountability

Raising awareness
• Update trustees, staff & volunteers

• Identify areas where you may have compliance issues

• Look at your risk register?

Review the information you hold
• Document the personal data you hold

• Where it came from

• Who do you share it with - you are expected to be able to update an 
organisations you’ve shared data with about an inaccuracy which needs 
correcting



Communicating privacy information

• Review current privacy notices (what you tell people when you collect their 
personal data e.g. your identity + how you intend to use their data)

• GDPR requires additional things to communicated:
• Explain your purposes + legal basis for processing the data

• State data retention periods

• Point out people have a right to complain to the ICO if they think there is a problem 
with how you are handling their data

• Consider a layered approach - key points  to be presented at point 
of data capture – e.g. paper or online forms

• Full details included in an accessible and understandable privacy 
policy or statement



Think. Check. Share toolkit

https://ico.org.uk/media/for-organisations/think-check-share/1043597/think-check-share-toolkit.pdf


https://ico.org.uk/media/for-organisations/documents/2258293/eight-practical-steps-for-micro-business-owners.pdf


ICO’s 5 top tips for small charities
• Tell people what you are doing with their data

People should know what you are doing with their information and who it will be shared with. This is a legal requirement (as well 
as established best practice) so it is important you are open and honest with people about how their data will be used.

• Make sure your staff are adequately trained
New employees must receive data protection training to explain how they should store and handle personal information. 
Refresher training should be provided at regular intervals for existing staff.

• Use strong passwords
There is no point protecting the personal information you hold with a password if that password is easy to guess. All passwords 
should contain upper and lower case letters, a number and ideally a symbol. This will help to keep your information secure from 
would-be thieves.

• Encrypt all portable devices
Make sure all portable devices – such as memory sticks and laptops – used to store personal information are encrypted.

• Only keep people’s information for as long as necessary
Make sure your organisation has established retention periods in place and set up a process for deleting personal information
once it is no longer required.



Maintaining security



Data security incident trends

https://ico.org.uk/action-weve-taken/data-security-incident-trends/
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https://www.ncsc.gov.uk/guidance/cyber-security-small-charity-guide-infographic-summary
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https://youtu.be/TFlCLREWxfU

https://youtu.be/TFlCLREWxfU


Home working

Someone has had an operation and needs to work from home 
for one month.  

Risks?

Mitigations?



Outreach service delivery

You take a laptop to a number of community venues around 
the borough to provide outreach advice sessions. 

Risks?

Mitigations?



Referring clients

You make and receive client referrals from local statutory and 
voluntary sector organisations. 

Risks?

Mitigations? 



Staff turnover

A member of staff who’s been with you for 10 years leaves 
your organisation.

Risks?

Mitigations?



Cyber Essentials

• Govt backed scheme - https://www.cyberessentials.ncsc.gov.uk

https://www.cyberessentials.ncsc.gov.uk/
https://www.cyberessentials.ncsc.gov.uk/advice/
https://www.cyberessentials.ncsc.gov.uk/getting-certified/
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www.ncsc.gov.uk/training/top-tips-for-staff-web/story_html5.html

https://www.ncsc.gov.uk/training/top-tips-for-staff-web/story_html5.html


www.superhighways.org.uk

@SuperhighwaysUK

Useful GDPR links

info@superhighways.org.uk

http://www.superhighways.org.uk/
Useful links
mailto:info@superhighways.org.uk

