
Data Protection Basics



What we’ll 
cover today

✓ GDPR compliance
✓ Principles
✓ Legal Basis
✓ Data audit template
✓ Privacy notice template

✓ IT Security
✓ Responsible Data Lifecycle 



What do we know already?
✓Zoom poll
✓Superhighways Agree / Disagree cards

https://datawise.london/downloads/view/ethical-responsible-data-use/Data_Protection_Cards.pdf


Ref Paul Ticher – see 

www.paulticher.com

http://www.paulticher.com/


Who 
am 
I?

Personal data definition Special categories

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/what-is-personal-data/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/


Personal data?
1. Check in list for organisations attending training 

including email & phone numbers

2. Database of previous mayors going back over the last 
two centuries

3. Spreadsheet with client details including ethnicity and 
health information

4. A map with ‘pins’ showing client locations for the 
service you’re delivering in a specific borough



Data processing… 

✓How are you processing personal data?  



The 6 GDPR Principles
1. Process lawfully, fairly and in a transparent manner
2. Collect for specified, explicit and legitimate purposes
3. Only keep what is adequate, relevant and limited to 

what is necessary
4. Store accurate information and keep up to date
5. Retain only for as long as necessary
6. Process in an appropriate manner to maintain security

7. *Accountability* the controller shall be responsible for, and be able 
to demonstrate, compliance with the principles



Legal basis for processing…
Has to meet at least one of the following 6 Conditions…
✓Consent – the individual has given clear consent for you to process their 

personal data for a specific purpose
✓Contract - the processing is necessary for a contract you have with the 

individual
✓Legal obligation - the processing is necessary for you to comply with the 

law (not including contractual obligations)
✓Vital interests - the processing is necessary to protect someone’s life
✓Public task - the processing is necessary for you to perform a task in the 

public interest or for your official functions
✓Legitimate interests - the processing is necessary for your legitimate 

interests or the legitimate interests of a third party, unless there is a good reason to 
protect the individual’s personal data which overrides those legitimate interests

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/#ib3


Legitimate interests
✓Applying the three part test:

✓Purpose test – is there a legitimate interest behind the 
processing?

✓Necessity test – is the processing necessary for that 
purpose?

✓Balancing test – is the legitimate interest overridden 
by the individual’s interests, rights or freedoms?

ICO Guidance

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/


Data audits

https://superhighways.org.uk/files/view/trust-for-london-programme/data-protection-basics/Data_audit_example_template.xlsx


Communicating privacy information
✓Review current privacy notices – do you have one?
✓GDPR requires the following to be communicated:

✓Explain your purposes + legal basis for processing the data
✓State data retention periods
✓Point out people have a right to complain to the ICO if they think 

there is a problem with how you are handling their data

✓Consider a layered approach - key points  to be presented 
at point of data capture – e.g. paper or online forms. Full details 
included in an accessible and understandable privacy policy or 
statement



ICO Privacy Policy Template to download and use

https://ico.org.uk/global/privacy-notice/2-reason-for-contacting-us/
https://superhighways.org.uk/files/view/trust-for-london-programme/data-protection-basics/ICO_privacy-template-v2.docx


Consent
✓Review how you are seeking, obtaining & recording consent
✓GDPR references consent & explicit consent (special categories)
✓ Both need to be:

✓Freely given
✓Specific
✓Informed
✓Unambiguous

✓A clear positive indication of agreement to personal data 
being processed has to be given

✓Controllers must be able to demonstrate consent was given

ICO Consent Checklist

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/


Organisational Accountability
Raising awareness

✓Update trustees, staff & volunteers – check everyone knows and 
understands your Data Protection Policy (see here for template)

✓Identify areas where you may have compliance issues
✓Look at your risk register?

Review the information you hold
✓Document the personal data you hold
✓Where it came from
✓Who do you share it with - you are expected to be able to update an 

organisations you’ve shared data with about an inaccuracy which 
needs correcting

https://superhighways.org.uk/files/view/trust-for-london-programme/data-protection-basics/Data_Protection_Policy_template.docx


Think. Check. Share toolkit

https://ico.org.uk/media/for-organisations/think-check-share/1043597/think-check-share-toolkit.pdf


Data Controller vs Processor
Data Controller
✓The ‘person’ legally responsible for complying with the Data Protection Act
✓Can be an individual, but usually the organisation (Staff & volunteers 

are ‘agents’ of the Data Controller)

Data Processor
✓An organisation that work is outsourced to, which involves accessing and 

processing Personal Data.  
✓The Data Controller remains responsible for what happens to the data
✓There must be a written contract with the Data Processor, setting out:

✓what they are to do
✓what the relationship is
✓security measures



ICO Registration & Breach notifications 
ICO Registration
• Organisations processing personal data should register with the ICO (fees from £40 

annual renewal)
• But there are exemptions for charities and community groups.  Take the registration 

self assessment here to see if you are exempt

Data Breaches
• Develop procedures to detect, report and investigate a personal data breach
• You have a breach notification duty to report within 72 hours
• Not all breaches need to be notified – only ones where the individual is likely to 

suffer some form of damage e.g. identify theft or a confidentiality breach
• Check on the ICO website here for further information (you can phone the Helpline 

too)

https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/


ICO’s 5 top tips for small charities
✓Tell people what you are doing with their data

People should know what you are doing with their information and who it will be shared with. This is a legal 
requirement (as well as established best practice) so it is important you are open and honest with people 
about how their data will be used.

✓Make sure your staff are adequately trained
New employees must receive data protection training to explain how they should store and handle 
personal information. Refresher training should be provided at regular intervals for existing staff.

✓Use strong passwords
There is no point protecting the personal information you hold with a password if that password is easy to 
guess. All passwords should contain upper and lower case letters, a number and ideally a symbol. This will 
help to keep your information secure from would-be thieves.

✓Encrypt all portable devices
Make sure all portable devices – such as memory sticks and laptops – used to store personal information 
are encrypted.

✓Only keep people’s information for as long as necessary
Make sure your organisation has established retention periods in place and set up a process for deleting 
personal information once it is no longer required.



IT Security



ICO Data security incident trends - 2020/21
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https://ico.org.uk/action-weve-taken/data-security-incident-trends/


ICO Data security incident trends – Q4 2020/21
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https://ico.org.uk/action-weve-taken/data-security-incident-trends/


https://www.ncsc.gov.uk/guidance/cyber-security-small-charity-guide-infographic-summary


Help the homeless
A local homeless support charity with 8 trustees, 4 full time members of 

staff (CEO, Services Manager, Homeless Advisor, Office Assistant) and 1 part 

time finance manager (who works Tuesday, Wednesday, Thursday).  All 

staff have a work laptop and mobile phone. 

In addition they have 25 volunteers who assist with the charities activities 

supporting the homeless, they all have a charity email address which they 

access from their own devices through an online log-in form. 

The charity has an annual income of £200,000 and assets which include a 

night-shelter, which also doubles as the charity’s office.



Responsible data lifecycle



RESPONSIBLE DATA MANAGEMENT?

• Treating the people whose data we manage with respect and 
dignity, and ensuring that we always act in their best interests

• A constantly evolving process about deciding when and how 
to collect data and how to manage risks

• A policy is not enough alone, we need to practice responsible 
data management 

• More than just about following rules and complying with the 
law - it's also about our culture and individual attitudes 
towards managing and handling data.

• We must also consider our organisation's internal policies as 
well as the growing body of legislation around data 
management



Download 

here

https://oxfamilibrary.openrepository.com/bitstream/handle/10546/620235/ml-rdm-data-leaflet-290317-en.pdf?sequence=6


Thanks 
for 

attending

✓ Complete our session 
evaluation

✓ Check training opportunities 
on our Eventbrite page

✓ Sign up to our eNews

https://www.eventbrite.co.uk/o/superhighways-308927460
http://www.superhighways.org.uk/e-news

