Superhighways Office 365 Admin Training Series

Checking / Adding Multi Factor Authentication to user accounts

1) You can find out if a user account has MFA enabled or enforced by going to the 0365
Admin portal and selecting Users / Active users. Next click on the Multi Factor
Authentication option at the top.
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2) Here you will see a list of all users in your 0365 tenancy.
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3) When either the User has entered their authentication methods themselves (direct them
to Go to their Office 365 account settings by clicking on their profile picture or initials at
the top right of the screen and follow these steps) or you have added the authentication
methods on their behalf as an Administrator (see step 5 below) come back to the Multi
Factor Authentication screen, select the user and click on MFA.
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4) Then select enable muti-factor authentication
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About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can direct them to this link to register for multi-factor
authentication: httpsy//aka.ms/MFASetup
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https://superhighways.org.uk/files/view/tech-support-membership/Step_by_step_guide_to_adding_authentication_information_to_your_Office_365_account.pdf

Now this account should show Enabled in the status column and once they have been
asked to authenticate their user account (they will get a prompt to log in and
authenticate) the status should change to show Enforced.

5) If you want to check whether user accounts have authentication methods set up, or to
add in a mobile or landline number to a user account, you will have to go to Azure Active
Directory, listed towards the bottom of options in the left-hand menu of the Admin
portal (you may need to click See more for this to display)

Click on Azure Active Directory and this will open up in a new tab.
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6) Now click on Users in the left-hand menu.
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7) Use the Search bar to search for a specific user
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8) Now double click on the user account — click on the name or email address.
Don’t highlight and tick the box to the left of the user account.
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on the Authentication methods in the left-hand list.



Microsoft Office Home x Active users - Microsoft 365 adm X \ Lifelong Leamner 02 - Azure Activ. X +

< > C ‘aad.portal.azure.com,

Azure Active Directory admin center

Dashboard > Lifelong Learner 02

[ pashboard @ Lifelong Learner 02 | Profile

= All services User

% FAVORITES < f Edit P Reset password
X Diagnose and solve problems

Revoke sessions f Delete 'T_) Refresh R’j Got feedback?

} Azure Active Directory

Lifelong Learner 02

ik Users Manage
p— . . 1I2@communitycennected.org.uk
&% Enterprise applications & Profile
User Sign-ins Group memberst
9

dl, Assigned roles

& Administrative units

&b Groups May & 5 May 22 WMay 29 Jun§

Applications Creation time Last sign-in date
> 9/10/2018, 4:11:56 PM
@ Licenses 10/ °
L8 Devices
X Identity
Azure role assignments
B Mame ame Last name
I © Authentication methods I Lifelong Learner 02 Lifelong Learning Learner 02
Activity User Principal Name User type
lll2@communityconnected.org.uk Member
2 Sign-in logs
Object ID ssuer
W Audit logs 8ed02faf-800d-4493-9c86-4b8b2f9caded Ty} KingstonVoluntaryAction.onmicrosoft.com Manage B2B ¢
Troubleshooting + Support ~ View more
& New support request Job info

Job title Department

10) Here you will be able to see if a mobile phone or landline has been entered as an
authentication method already or add it in.
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You will need to use the format as shown below...

+44 79410000000 \/




11) You may also see an option to switch to the new authentication methods experience as
below:
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12) In this newer view —you’ll also be able to check if someone has added the Microsoft
Authenticator App as an authentication method for their account. This is recommended
and can only be done by the User themselves, not you as an Administrator.
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