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Cyber Security in 60 mins
Part 1: Passwords & Multi Factor 
Authentication
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Question:

In the annual DCMS 
survey 2022, what 
percentage of charities 
reported having a cyber 
security breach in the last 
12 months? 

Some context about Cyber Attacks
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Visit the full report

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/cyber-security-breaches-survey-2022#chapter-5-incidence-and-impact-of-breaches-or-attacks


Data protection – GDPR principles

1. Process lawfully, fairly and in a transparent manner
2. Collect for specified, explicit and legitimate 

purposes
3. Only keep what is adequate, relevant and limited to 

what is necessary
4. Store accurate information and keep up to date
5. Retain only for as long as necessary
6. Process in an appropriate manner to maintain 

security



What can you do to protect your charity?
The National Cyber Security Centre’s 5 
quick, simple, free or low cost steps

1. Backing up your data
2. Protecting against malware
3. Securing your mobile devices
4. Password best practice
5. Avoid phishing attacks
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Download the full guide Download the infographic

https://www.ncsc.gov.uk/collection/charity
https://www.ncsc.gov.uk/collection/charity/resources
https://www.ncsc.gov.uk/files/Cyber%20Security%20Small%20Charity%20Infographic.pdf


Passwords: protecting our 
accounts & devices

✓Phones
✓Tablets
✓PCs & laptops

But also
✓Firewalls
✓Routers
✓Servers

✓Emails
✓Files
✓Databases / CRMs
✓Websites
✓Social Media
✓And more!



Passwords: often the weakest link

✓What’s your password video (Hollywood Boulevard)

https://www.youtube.com/wach?v=opRMrEfAIiI


https://www.informationisbeautiful.net/visualizations/top-500-passwords-visualized/


Secure Passwords (captioned) Explained by Common Craft (VIDEO)

Secure passwords

https://www.commoncraft.com/video/secure-passwords-captioned


Discussion
✓What consequences may arise from using a weak password?

✓How might a strong password be compromised?

✓How long does it take to crack these passwords?
✓QwErTy987123! 15 seconds
✓CoffeeTinyFish 6 hours
✓CoffeeTinyFish#9 6 days





✓Have you had to sign in to a website that requires two 
factor authentication?      

✓Describe the experience.

Multi (or Two) Factor Authentication



Two Factor Authentication (captioned) Explained by Common Craft (VIDEO)

https://www.commoncraft.com/video/two-factor-authentication-captioned


Discussion

✓ What are the advantages and disadvantages of using 
two factor authentication? 



Action planning – questions to ask
1. What accounts do you have?  Which of these contain personal 

and potentially sensitive information? (prioritise these)

2. Are people using weak /  ‘easy to crack’ passwords?
3. Can you enable multi factor authentication on your accounts?
4. Do people share account log ins?
5. Do you change passwords when people leave your 

organisation?



Key takeaways
1. Switch on password protection - where this not enabled by default
2. Change all default passwords – to mitigate against ‘open door’ 

access
3. Avoid predictable passwords – have an organisational password 

policy, implementing NCSC’s 3 random words plus a number and 
symbol

4. Use two factor authentication – where available for the tools you are 
using

5. Individual accounts for everyone where possible – easier to control 
authorised access Remember to block accounts  / change 
passwords when people leave your organisation



Digital Foundations programme

Find out more about the Digital Foundations programme

https://superhighways.org.uk/who-we-are/partners-and-programmes/digital-foundations
https://superhighways.org.uk/who-we-are/partners-and-programmes/digital-foundations


About Superhighways
Providing tech support to small local charities in London 
for over 20 years
✓ Support
✓ Training
✓ Consultancy
✓ Digital inclusion
✓ Datawise London
✓ See all services
✓ E-news sign up

https://superhighways.org.uk/training-advice-and-technical/training/
http://www.datawise.london/
https://superhighways.org.uk/training-advice-and-technical/
https://superhighways.org.uk/e-news/
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Thank you for listening
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