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Cyber Security in 60 mins
Part 4: Backing up your data
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Question:

In the annual DCMS survey 
2022, what percentage of 
charities reported having a 
cyber security breach in the 
last 12 months? 

26% 30%    62%    76%

Some context about Cyber Attacks



Data protection – GDPR principles

1. Process lawfully, fairly and in a transparent manner
2. Collect for specified, explicit and legitimate 

purposes
3. Only keep what is adequate, relevant and limited to 

what is necessary
4. Store accurate information and keep up to date
5. Retain only for as long as necessary
6. Process in an appropriate manner to maintain 

security



How to protect your charity?
The National Cyber Security Centre’s 5 
quick, simple, free or low cost steps

1. Backing up your data
2. Protecting against malware
3. Securing your mobile devices
4. Password best practice
5. Avoid phishing attacks
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Download the full guide Download the infographic

https://www.ncsc.gov.uk/collection/charity
https://www.ncsc.gov.uk/collection/charity/resources
https://www.ncsc.gov.uk/files/Cyber%20Security%20Small%20Charity%20Infographic.pdf


We’ll be covering:

✓ Why you need to back up your data
✓ Best practice when backing your data
✓ Different back up options
✓ How to use version history functions to restore  

individual files to previous saved versions



Why do we need to back up our 
data?
Quick small group conversations  
✓Have you ever lost data?  
✓How did this happen? What was the consequences?

Some common scenarios:
✓Lost or stolen device
✓Accidental deletion
✓Hard disk failure
✓Ransomware attacks
✓Fire or flood



NCSC’s 4 tips re backups

1. Take regular backups (& check you can restore)

2. Identify what data needs to be backed up

3. Ensure backup devices are NOT permanently connected 
to your network

4. Consider backing up to the cloud – see 
https://www.ncsc.gov.uk/collection/cloud

https://www.ncsc.gov.uk/collection/cloud


Backup options

✓Floppy disks & tape machines (the old days!)

✓Memory sticks (make sure these are encrypted)

✓External hard drives (don’t keep connected to your system)

✓In platform back up (included as part of the programme – check the 
specifics e.g. how far you can go back)

✓Cloud back up - see guidance 
https://www.ncsc.gov.uk/collection/cloud

https://www.ncsc.gov.uk/collection/cloud


Restoring your data

✓Check you know how to restore data
✓Check restoring data works (and that the backups 

have been working!)
✓Check what can be restored e.g. is it whole folders 

rather than individual files?  
✓How far back can you go e.g. does your backup allow 

you to go back to last week, last month or a particular 
day?



What data do you need to back up 
and what systems are you using?
Data Where stored How backed up

Files Office 365 – SharePoint & 
Teams

Office 365 back up

Website Voice platform Voice back up (need to 
check how far it goes back)

Database AIDE AIDE do a backup

Photos Teams Office 365 back up

Etc



Backup devices not permanently 
connected
✓In office – best practice to take physical devices off site 

(minimises risk of e.g. fire, flooding etc)

✓Important to not leave a backup device permanently connected 
e.g. an external hard disk to mitigate risks of a virus spreading 
from your system to the backup and then corrupting this, 
especially if Ransomware



Utilising version history
Ability to ‘step back’ to a previous version of a file, view it and choose 
to either:
✓Restore this version of the file (so becomes the current version)
✓Save this file with another name so there’s a second version

Many platforms will allow you to highlight the differences between two 
versions to help make your decision above.

Different platforms will have different options e.g. Dropbox Standard 
allows you to recover older versions and restore deleted files going 
back 180 days. Upgrading to the Advanced package (£18 per user per 
month) extends this to 1 year.





Choose to restore or save the older 
version as a new file





NCSC Small Charity Cyber Security Guide Infographic

https://www.ncsc.gov.uk/files/Cyber%20Security%20Small%20Charity%20Infographic.pdf


NCSC online training

✓Defending against phishing (online learnng)

(See full NCSC Cyber Security for Small Organisations Online Learning offer)

https://www.ncsc.gov.uk/training/v4/Small+organisations/Web+package/content/index.html#/lessons/BognvLesKeuZyXxlymhTO4ZnPX3WeYmY
https://www.ncsc.gov.uk/training/v4/Small+organisations/Web+package/content/index.html#/
https://www.ncsc.gov.uk/training/v4/Small+organisations/Web+package/content/index.html#/lessons/wUl40uoN7s2TItHdvL82zCd0AGOp-0K_


Digital Foundations programme

Find out more about the Digital Foundations programme

https://superhighways.org.uk/who-we-are/partners-and-programmes/digital-foundations
https://superhighways.org.uk/who-we-are/partners-and-programmes/digital-foundations


About Superhighways
Providing tech support to small local charities in London 
for over 20 years
✓ Support
✓ Training
✓ Consultancy
✓ Digital inclusion
✓ Datawise London
✓ See all services
✓ E-news sign up

https://superhighways.org.uk/training-advice-and-technical/training/
http://www.datawise.london/
https://superhighways.org.uk/training-advice-and-technical/
https://superhighways.org.uk/e-news/
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Thank you for listening
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