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Step-by-step guide to verifying and
authenticating your domain for
newsletters

(This resource uses Mailchimp as an example, but it's similar for other services such as
EmailOctopus).

How the process works (in simple terms)

You add your domain in Mailchimp

You verify access to an email address

Mailchimp gives you DNS records

You add these to your DNS via your domain provider
Mailchimp checks them and confirms authentication

GRENESINEES

That is it. It is a one-off setup taking around 10-15 minutes

Example walkthrough using real screenshots

Below is a real example showing each step.

Step 1: Go to your domains area and add your
domain
In Mailchimp, go to:

e Account
e Domains

You will see your domain listed and a button to begin setup.
What to look for:

e Your domain name, as an example we are using kewvillagemarket.org
e A status such as Needs authentication
¢ A button to start the process



hamessing technology for community benefit

e superhighways

« ]

¢

# Create
@ Home

4% Campaigns

25 us2.admin.mailchimp.com/account/domains/

& Automations
@ SMS  New
ch Forms

B3 Audience
oill Analytics
[ Website

22 Content

B8 Integrations

Q search...

Kewvillagemarket

Overview  Settings v Billing v Domains  Extras v Integrations ~ Shop New Plans

Email domains

Your email domains control how your emails are sent through Mailchimp. Customers who
authenticated their domain saw an average 51% decrease in email delivery bounce rate within 30
days.

@ How to authenticate a domain
Add & Verify Domain

O.} kewvillagemarket.org Needs authentication Start Authentication v

Website domains

If you already own a domain from another domain provider, you can connect it to give your landing
pages and website a more professional look.

(@ How to connect a domain or subdomain

Connect a domain

Step 2: Verify that you own the domain

Mailchimp will ask you to enter an email address linked to your domain.

What you do here:

e Enter an address such as info@yourdomain.org
e Click Send Verification Email
e Open the email and confirm

Why this step matters:

It proves you control the domain before you are allowed to send.
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Verify a Domain

We need to verify that you have access to an email address at the domain you
plan to send campaigns from. Enter an address, and we'll send you a
verification email. Learn more.

Email address

Enter an address that contains the domain you want to verify.

Cancel Send Verification Email

Step 3: Start authentication and get your DNS
records

Once verified, Mailchimp shows instructions titled something like:

“Add records to your DNS settings”

This is the most important screen.

What you will see:

e CNAME records (for DKIM)
e A TXT record (for DMARC)

For example:
e CNAME — k2._domainkey.. — dkim2.mcsv.net

¢ CNAME — k3._domainkey.. — dkim3.mcsv.net
e TXT — _dmarc — v=DMARCI; p=none;



What to do:
Copy these exactly.
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kewvillagemarket.org
Authenticate your domain

Add records to your DNS settings
DNS provider: Other v

It looks like you may have a domain hosted with a provider not listed here. DNS records show domain
providers you'ra a secure sender. Mailchimp uses DNS records to help your emails reach subscriber
inboxes instead of spam folders.

1. In your domain provider's portal, find the DNS management or Custom records area (often located under
“Manage Domains).
2. Look for the option to Add a New Record to begin entering your authentication details.
3. Add the following CNAME and TXT records to your domain provider's settings by copying and pasting the name
and value for each record.
« For DKIM: Create two CNAME records. Copy/paste the Name (Host) and Value (Points To) for CNAME 1, then
rapaat the procass for CNAME 2.
« For DMARC: Create one TXT record. Copy/paste the Host and Points To value provided below.
« Note: If asked for a TTL, use the default setting or tha lowest available value.

4. Once you've added these records, return to Mailchimp to validate records.

Need more help? Try searching your prov or "How to add DNS

CNAME 1 k2._domainkey.kewvillagemarket.org Q dkim2.mesv.net =]
CNAME2 | k3.domainkeykewvillagemarketorg @ dkim3.mesv.net =]
TXT dmarc Q v=DMARCI; p=none; =]
Next

Step 4: Open your domain provider and access

DNS settings

Now go to the system where your domain is managed (typically, 123Reg, GoDaddy,

IONOS, 20j etc.)

In our example (20i), this is

e Domains
e Manage DNS

What to look for:

e DNS settings or DNS management

o Alist of existing records
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Manage DNS

2 - ) What are DNS Records? Domain Name System Guide

Step 5: Add the DNS records

This is where many people get unsure, but it is straightforward.
For each record from Mailchimp:

o Select the correct type (CNAME or TXT)
e Paste the Name

e Paste the Value

e Save

Important points:

e Do not delete existing records
e Copy values exactly
e Smuall errors/typos will prevent verification

The screenshot below shows:

e Some existing records (A, MX, email settings)
¢ New Mailchimp CNAME records being added
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Step 6: Return to Mailchimp and complete
authentication
After adding your records:

e Go back to Mailchimp
e Click to validate or continue

If everything is correct, you will see confirmation.
Final result from your example:

“Your domain is authenticated! Your emails will now flow freely into your customer’s
inboxes.”

kewvillagemarket.org
Authenticate your domain

Your domain is authenticated! Your emails will now flow freely into your customer's inboxes.

Common issues

e DNS changes can take time (often minutes, but sometimes longer)
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e Records not copied exactly
e Adding them in the wrong DNS provider (you need to add them where your
Domain is controlled — the nameserver settings will confirm this)

If it fails at first, wait and try again.
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