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Office 365 Admin

Step by Step Guide Series

Step by step guides

• Reset password
• Block sign in
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Reset password
 You may need to Reset a password because:

1. A User has forgotten it
2. You suspect a data breach or hack
3. Someone is leaving your organisation and you need to revoke access 

to their Office 365 account 

 If for reasons 2 & 3, you will also need to Block sign-in to the account.  
We recommend you first reset the password of the account as this 
takes immediate effect and so will stop any access whilst the Block 
sign-in takes effect (could be up to 60 mins to sign out and block 
access to all Office 365 services)

If you have implemented Multi Factor Authentication, you can set up 
Self-Service Password Reset for your users.  

Reset password
 Go to Users and Active users and search or scroll to find the account
 Click on the Display name to open the edit window
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 Click on Reset password at the top of the right hand pane

 If you want to set the password for the user – uncheck the
Automatically create a password option and a box will appear for 
you to type in a new password
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 Choose a robust password – the National Cyber Security Centre 
recommend 3 random words and then include a symbol & a number
 Then click on Reset password

 If you want instead to create a temporary password for the user to 
change when next logging in – click the options below
 Copy the temporary password to share with the user in an encrypted 

email or over the phone and Close. The password will expire after 90 
days
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Block sign in
 If you suspect a hack or data breach, or someone is leaving your 

organisation and should no longer have access to organisational 
data, you can Block sign in to the account.  

This can take a little while to come into affect, so we’d always 
recommend you first Reset their password and also Sign them out of 
all Office 365 sessions to revoke immediate access. 

Click on the User’s Display name to open the edit window and click 
Block sign-in
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Now Select the Block this user from signing in box and Save changes

Now you should see confirmation that the User is now blocked from 
signing in.
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And on closing the Block sign in window, you should see Sign-in 
blocked in red under the User account name at the top


