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Background 

 The National Cyber Security Centre (NCSC), 
created in Oct 2016, is the UK authority on 
cyber security and a part of GCHQ

 The NCSC’s mission to “make the UK the 
safest place to live and work online” 

 This awareness session has been developed 
jointly by The NCSC, The National 
Association for Voluntary and Community 
Action (NAVCA) and a number of CVS’ who 
are committed to helping charities protect 
themselves from cyber crime. 
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What we’ll cover today 

 What is a cyber attack
 What is cyber security
 Why are charities at risk
 Attack the charity!
 5 quick, simple, free or low cost steps
 Backing up your data
 Protecting against malware
 Securing your mobile devices
 Password best practice
 Avoid phishing attacks

 Other useful sources of information
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What is a cyber attack? 

 Malicious attempts to: 

o Damage 

o Disrupt 

o Or gain unauthorised access

 …to computer systems, IT networks or 

devices (such as laptops, phones and tablets) 
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What is ‘cyber security’? 

 Reducing risk of becoming a victim of a cyber 
attack 

 Protection of devices, services, networks and 
the information we store on them 

 The internet is a fundamental part of modern 
life, and so cyber security must be too. 
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The cost of cyber attacks – Cyber Security Breaches Survey 2019 (DCMS) 
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See 2021 report here

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021
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Download the survey summary infographic

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/975734/20-046099-01_CSBS_2021_charity_trends_infographic_310321.pdf
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/cyber-security-breaches-survey-
2022#chapter-5-incidence-and-impact-of-breaches-or-attacks

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/cyber-security-breaches-survey-2022#chapter-5-incidence-and-impact-of-breaches-or-attacks
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Why are charities at risk? 

 Charities hold funds, personal, financial and 

commercial data 

 Potentially a route into a ‘bigger fish’ such as 

a local authority or corporation 

 Very low levels of awareness, particularly 

amongst smaller charities 

 Culture of trust 
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Who are charities at risk from? 

 Cyber criminals

o Motivated by money

 Indirect attacks 

 Insiders 

o And the inadvertent insider

 Others but less likely for most charities

o Hacktivists 

o Terrorists 

o Nation states 
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I’m pretty alert to scammers, I think I’m safe…
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https://youtu.be/lc7scxvKQOo

https://youtu.be/lc7scxvKQOo
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How are charities being attacked? 

 Ransomware and extortion 

 Malware and Spyware 

 Business email attacks (phishing) 

 Fake organisations and websites 
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ICO Data security incident trends - 2020/21
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ICO Data security incident trends - 2021/22
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ICO Data security incident trends – Q3 2021/22
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It’s time to attack your charity…
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https://youtu.be/CbETCJ8Yc-U

https://youtu.be/CbETCJ8Yc-U


This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk

Cyber Security for Small Charities 23

Cyber vulnerabilities

1. Volunteers / trustees using personal devices

2. Regular home & remote working – personal broadband routers

3. Staff, volunteers, trustees, clients – low levels of digital savviness

4. Staff not logging out of the House or Training room PCs

5. Publicly available info via website & social media accounts

6. Phishing - financial fraud (exploiting part time hours of financial manager), route 
to Local authority / other funders?

Non cyber vulnerabilities

1. Multi use office – PCs / laptops stolen

2. Outreach working – mobile devices lost or stolen

3. Confidential data viewable on office screens
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What can you do to protect your charity?

 5 quick, simple, free or low cost steps

 Download the full guide from 
https://www.ncsc.gov.uk/collection/charity

 There’s also an infographic you can 
download here
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https://www.ncsc.gov.uk/collection/charity
https://www.ncsc.gov.uk/files/Cyber%20Security%20Small%20Charity%20Infographic.pdf
https://www.ncsc.gov.uk/collection/charity
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Quick Break Time!
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Backing up your data 

 Identify what you need to back up

 Keep your back up separate 

 Consider the cloud 

 Make it part of your everyday routine
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Protecting your charity from malware

 Antivirus software

 Prevent users from downloading 

‘dodgy apps’

 Keep everything up to date 

 Control the use of USB drives

 Switch on your firewall

Cyber Security for Small Charities 27



This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk

Using passwords 

 Switch on password protection 

 Use two factor authentication

 Avoid predictable passwords (What is your 

password video (Superhighways addition!)

 How long to crack these three passwords?
 QwErTy987123! – 15 seconds

 CoffeeTinyFish – 6 hours

 CoffeeTinyFish#9 – 6 days

o 3 random words

 Help users cope with ‘password overload’
o See guidance on password managers

 Change all default passwords 
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https://youtu.be/opRMrEfAIiI
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
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Keeping your smartphones / tablets safe 

 Switch on password protection 

 Prepare for lost or stolen devices 

 Keep your device up to date

 Keep your apps up to date 

 Use public Wi-Fi safely 
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Avoiding phishing attacks 

 Configure accounts appropriately 

 Think about how you operate

 Know the obvious signs of phishing 

 Check your digital footprint 

 Report all attacks
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https://youtu.be/TFlCLREWxfU

https://youtu.be/TFlCLREWxfU
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How much about me can people see online? 
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See NCSC guidance on using social media safely

https://www.youtube.com/watch?v=yrjT8m0hcKU

https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.youtube.com/watch?v=yrjT8m0hcKU
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It’s time to defend your charity…
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Cyber vulnerabilities

1. Volunteers / trustees using personal devices

2. Regular home & remote working – personal broadband routers

3. Staff, volunteers, trustees, clients – low levels of digital savviness

4. Staff not logging out of the House or Training room PCs

5. Publicly available info via website & social media accounts

6. Phishing - financial fraud (exploiting part time hours of financial manager), route 
to Local authority / other funders?

Non cyber vulnerabilities

1. Multi use office – PCs / laptops stolen

2. Outreach working – mobile devices lost or stolen

3. Confidential data viewable on office screens
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What to do if you fall victim

1. Action Fraud 

o Police Scotland if appropriate 

2. ICO Breach Notification 

o Always within 72 hours

3. Charity Commission

o Reporting a Serious Incident (RSI) 

4. Other Regulators/Funders

o If applicable 
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https://www.actionfraud.police.uk/
https://ico.org.uk/for-organisations/report-a-breach/
https://www.gov.uk/guidance/how-to-report-a-serious-incident-in-your-charity
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Discounted security products 
catalogue
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https://charitydigital.org.uk/products?q=&SortBy=relevance&Topics=Security


Cyber Essentials

• Government backed scheme - https://www.cyberessentials.ncsc.gov.uk

• Cyber Essentials – an online self assessment questionnaire (see also the Get ready 
tool)

• Cyber Essentials Plus – includes an external audit, price on application

https://www.cyberessentials.ncsc.gov.uk/
https://getreadyforcyberessentials.iasme.co.uk/




https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available

https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
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Thank you! 

 Any questions? 

 More information 

o www.ncsc.gov.uk/charity

o Superhighways summary blog post

 Get in touch  

 katewhite@superhighways.org.uk

 colincregan@superhighways.org.uk
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